Building a Human Firewall through Cybersecurity Leadership and Policy

Mansur Hasib, University of Maryland University College

Abstract:

In his widely acclaimed book Cybersecurity Leadership, Dr. Hasib defines cybersecurity as the
mission focused and risk optimized governance of information, which maximizes confidentiality,
integrity, and availability using a balanced mix of people, policy and technology while
perennially improving over time. His research and experience show that people are the most
critical component of any cybersecurity strategy. Therefore the role of leadership in shaping
culture and behavior is critical. Governance requires leadership engagement and policies to
develop the desired culture in an organization.

In this session Dr. Hasib explains the role of people, leadership, policies and culture in
developing a cybersecurity culture of perpetual innovation . He discusses recent breaches and
shares his experiences in creating a human firewall by engaging people, building cybersecurity
culture, teamwork, and inspiring innovation — thus making cybersecurity a powerful revenue
driver in any organization.

Bring questions, opinions, and ideas and join this highly interactive session. Signed copies of Dr.
Hasib’s books will be available at the conference.

Key takeaways:
Cybersecurity is more about people and culture than it is about technology. The role of

cybersecurity leadership and policy is critical for organizational success cybersecurity leadership
is an innovation engine.



